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|. [TosicHuTEILHAA 3aNMHUCKA

Pazputue wuHpOpMaLMOHHOrO oOOIIECTBA NPEANOJAaraeT BHEApPEHHE HH()OPMALMOHHBIX
TEXHOJIOTUI BO Bce c(hephl KHU3HH, HO 3TO O3HAYAET U MOSBICHHE HOBBIX yrpo3 OE30MAaCHOCTH — OT
yredek uHpopMmanuu a0 kubepreppopusma. B npoekre Konuenmuu crparerun kubep6e301macHOCTH
Poccuiickoit  ®Denepanuu  KHOSPIPOCTPAHCTBO  OMpEACHsSeTcss Kak «cdepa JCITEIbHOCTH B
MH(POPMALIMOHHOM  IIPOCTPAHCTBE, OOpa30BaHHAas COBOKYNHOCTbIO VIHTepHeTa M Jpyrux
TEJIEKOMMYHHUKAIIMOHHBIX CeTel M JIOOBIX (POPM OCYIIECTBISIEMO MOCPEICTBOM HX HCIIOJIB30BAHUS
YeJI0OBEYECKOW aKTUBHOCTU (JIMYHOCTH, OpraHM3allMU, TOCYAapcTBa)», a KHMOepOe30macHOCTh — Kak
«COBOKYIHOCTb YCJIOBHMH, NPU KOTOPBIX BCE COCTABIJIAIOIINE KHOEPHpPOCTPAHCTBA 3AIMILEHBI OT
MaKCHUMaJIbHO BO3MOXKHOT'O YMCJIA Yrpo3 M BO3AEHCTBHM C HEXENIATENbHBIMM MOCIEACTBUAMUY. B
CBSI3U C ATUM OOJIBIIOE 3HAYCHHE MPUOOpeTaeT MpodieMa «KyJIbTyphl OE30MIaCHOTO IOBEICHUS B
KHOEepIpoCTPaHCTBEY.

B coorBerctBum co «CtpaTtermeil pa3BUTHS OTpacid WHGOPMAIMOHHBIX TEXHOJOTHH B
Poccuiickoit @eneparuun Ha 2014-2020 roasr u Ha mepcnektuBy g0 2025 roma», yTBEepKICHHOU
pacniopsoxkerneM [IpaBurensctBa Poccuiickoit @enepanym or 1 HOos0pss 2013 1. Ne 2036-p,
«Ctparerueil pa3BuTHs uMH(popMalunoHHOro obmectBa B Poccuiickoit denepanuny», yTBEpKIeHHON
[Tpesunentom Poccuiickoit @enepanun 7 pepans 2008 r. Ne [Ip-212 u psgom Apyrux JOKYMEHTOB B
YHCiIe MHOTHX APYIHX 3ajay BBIIEISIOTCS:

- o0ecriedeHHE pa3IMYHBIX cpep HKOHOMHKH Ka4eCTBEHHBIMH HMH(POPMALMOHHBIMUA
TEXHOJIOTUSIMH;

- obecrieueHre BBICOKOTO YPOBHS MH(POPMALMOHHOM 0€301MacCHOCTH TOCYAapCTBA, HHAYCTPUH H
IpaxkJaH.

bezonacHocTh B MHPOPMALMOHHOM OOIIECTBE SBISACTCS OJHUM M3 OCHOBHBIX HAIpPaBICHUI
(byHaaMEHTaIbHBIX HCCIIE0BaHUN B 00JaCTH MH(MOPMALIMOHHBIX TEXHOJIOTUH.

KomnbroTepHble TEXHOJIIOTHH TMPUMEHSIOTCS MPHU H3YyYCHHH NPAKTUYECKH BCEX HIKOJIBHBIX
JUCLMIUIMH YK€ ¢ MIaJmux KiaccoB. KubOepyrpos3sl CylIeCTBYIOT Be3le, IJ€ HPUMEHSIOTCS
MH(OPMaLMOHHbIE TEXHOJIOTUH.

I'ocynapcTBO cunTaeT HEOOXOAMMBIM paciIupeHue oobeMa MpenojaBaHus WH(GOPMAIMOHHbBIX
TEXHOJIOTHI B 00111€00pa30oBaTeNIbHbIX OpraHu3alusax. B kauecTBe o HON U3 OpraHU3alMOHHBIX MEp B
oOecrieyeHMH KHOepOE30MacHOCTH OIpesereHa pa3paboTka M BHEApPEHHE B y4yeOHBIM mporecc
00pa3oBaTeNbHBIX OpraHU3alMi pPa3HOTO YPOBHA Kypca MO HH(POPMAIMOHHON OE30MacHOCTH,
BKJIIOYAIOIIET0 MOJYJIM MO o0ecredyeHuto KuOepOe30macHOCTH, JIMOO OIMOJHEHHE HMEIOIINXCS
KypcoOB YNOMSHYTHIMH Moayismu. IllkonbHas mporpamMma J0JKHa COOTBETCTBOBATH ATHM LIEJSM,
MO3TOMY MpPEICTABISAETCS AKTyaJlbHBIM peaju3alsl MporpaMMbl BHEYPOUHOH JESTEIbHOCTH
«MupopmanonHas 6€30naCHOCThY.

3amaua kypca «MHpopmannoHHas O0€30MacCHOCTB» - COBEPUICHCTBOBAHHWE IIKOJBHOTO
o0pa3oBaHMsl M TMOATOTOBKM B cdepe HH(POPMALMOHHBIX TEXHOJIOTUH, a TaKXKe MOMyJIspU3aIus
npodeccuif, CBI3aHHBIX C MH(MOPMAIMOHHBIMU TeXHoJorusMH. Llenb u3ydeHus kypca
«MHpopmanonHas 6e30macHOCTb» - JAaTh OO0IIME MpPEJICTaBiIeHMsT O O€30MacHOCTH B
MHPOPMALIMOHHOM 0OlIecTBE M Ha 3TOM OCHOBe Cc(HOPMUPOBaTH IOHMMAHHE TEXHOJOTHM
MH(pOPMallMOHHON 0€30MacHOCTH U YMEHHUS MPUMEHSTH MpaBuiia KHOepOe30macHOCTH BO BeeX cepax
JESATEIBHOCTH.

BocnurarenpHas nenb Kypca — (GopMHpOBaHHME HAa KaueCTBEHHO HOBOM YpPOBHE KYJBTYpbI
YMCTBEHHOT'O TPy/a U B3aMMOJEHCTBHS C OKPYXKAIOIIMMH, OTBETCTBEHHOT'O OTHOILIEHHS K BOIpPOCaM
0€30MacCHOCTH KU3HEEATEIIbHOCTH.

Leas nmporpaMmbl — cO3JaHHE YCIOBUH Juid (OPMHPOBAHUS Y YdalIuxcs UUPPOBOH
KYJIbTyphl JMYHOCTH C HEOOXOJAWMBIMH HABBIKAMH W TPHCYIIUMH IICHHOCTSIMH, B3TJISAIAMH,
OpPHEHTAIMsIMM, YCTAHOBKAMH, MOTHBAMHU JI€ATEIBHOCTH W TIOBEJCHUS s oOecredeHus
0e30macHO ¥ pa3BUBAIOIICH KU3HEACITSIIBHOCTH yJarerocs B cetu « HTepHeT».

JLst 1oCTHKEH U] OCTABJIEHHOM LeJIM PelIalTcsl cieylolue 3a1a4un:

e ®opmHpoBaHUE Y ydanmxcs nudpoBoil 1 HHHOPMAIIMOHHOHN KYJIbTYPHI,



Bocnuranue y ydamuxcsi HpaBCTBEHHOCTH U KYJIBTYPbI B3AMMOOTHOIIEHUS C JIFOAbMHU HA
OCHOBE 00IIIeYeIOBeUECKUX EHHOCTEN B ceTu «MHTepHeT»;

VYTBepkAeHNE B CO3HAHMM W YYBCTBAaX YYALMXCS IMPABUIBHBIX MOJEJEH IOBEICHUS,
LIEHHOCTEH, B3IJIAJIOB U YOCXKACHUHN JUIsl YCICIIHOW >KU3HEACSITEIbHOCTH YYalllerocs B
cetu «MHTEpHETY;

YrinyOnenne  3HaHWUK  yuyeOHBIX — guctuiimH - «MHpOpMarmka», «OBX» wm
«O011ecTBO3HAHNE B ITpOIIECCe O0YUEHUS B paMKax MPOrpaMMBbl;

WHTemiekTyaabHOe pa3BUTHE YYalIMXCs, (OPMHPOBAHUE TBOPUYECKUX U MPUKIIAIHBIX
KaueCTB MBIIIUICHHUS;

Pa3Butue nnTepeca K pa3Iu4HbIM chepaM HHOOPMAIIHOHHBIX TEXHOJIOTHIA;
CoBeplICHCTBOBAHHE  HABBIKOB  CaMOOOpA30BaHMs, BCECTOPOHHEIO pPa3BUTHA H
COLIMAJIM3ALIUY;

OO0yueHue MOUCKy U 0TOOPY HHPOPMAIIH, €€ HHTEPIPETALUU U IPUMEHUMOCTH;
Pa3BuTHe 1OrM4YecKOro MBIIIICHUS, YMEHUI 00OOIIeHHs] U KOHKPETU3alluu, aHalu3a U
CUHTE3a;

Bocnuranue ymeHusi TpyIUThCS, CAMOCTOSITEIbHOCTH, OTBETCTBEHHOCTH M TBOPYECKOTO
OTHONICHHUS K yueOe;

Oo0yuaromue:

CdopmupoBats cucreMy 3HaHUI B cdepe o0OIIECTBO3HAHUSA, WH(POPMAIIMOHHBIX
TEXHOJIOTHI U OCHOB O€30M1aCHOCTH JKU3HEEATEIIbHOCTH;

OOy4HTh A7€MEHTaM CUCTEMHOI'O MBIIUICHUS UCIOJIb30BaTh MHCTPYMEHTHI aKTHBU3ALIUU
MBILLUICHHUS;

OtpaboTka HaBBIKOB W YyMEHMH uid 0€30IIaCHOrO M IIOJIE3HOI'O HCIIOJIb30BAHUS
WH(POPMALIMOHHBIX TEXHOJOTHHA: CpaBHEHHE WH(OpPMANK, KPUTUYECKHHA aHAIIN3,
BBIJICJICHHE TJIABHBIX MBICJIEH U TPAMOTHOE U3JI0KEHHE, a TAK)KE BOCIPUATUS U YCBOCHUS
uHpopmanuu u3 cetu «MHTEpHETY.

Pas3BuBaromme:

Pa3BuTh HHTEIEKTYaJIbHBIE U COLIMATIbHBIE CIOCOOHOCTH 00Y4arOIIUXCS;

Pa3BuTh HaBBIKM CETEBOTO OOIIEHUS M KOMMYHUKAIuM B ceTH «/HTepHET», moucka u
paboTel ¢ nHopmanuen, odecrieueHrs 0e30nacHOCTH HUPPOBBIX YCTPOMCTB U aKKayHTOB
U OCYUIIECTBJICHUS CETEBBIX MOKYIOK;

Pa3BuTe fenoBble M TpaXJIaHCKUME KauyecTBa, TaKUE KaK CaMOCTOSTEIbHOCTD,
OTBETCTBEHHOCTb, aKTUBHOCTb U aKKypaTHOCTb;

CdopmupoBath MOTPEOHOCTH B CAMOIIO3HAHUHU M CAMOPa3BUTHH.

BocnurarenabHble:

BocnuTaTh KynbTypy OOLIEHHS U TOBE/IEHUS B CETEBOM IPOCTPAHCTBE;
Bocnurats 1ieneycTpeMiIeHHOCTD JINYHOCTH;

BocnuTars TOJIEpaHTHYIO U KYJIbTYPHYIO JTUYHOCTD;

BocnurtaTh npaBuibHBIN 00pa3 rpaxaaHuHa.

1. O0mas xapakrepucTuka Kypca

Kypc «Mudopmarmonnas 6€30macHOCTh» CTPYKTYPHUPOBAH MO MOIYJIbHOMY TIpUHIUITY. OH
BKIIIOUAET B ce0s1 7 MOYJIECH:

O6mue ceenenus o 6ezonacHoctu 11K u MaTepuera

TexHnka 6€30MaCHOCTH U SKOJIOTHUS

[Tpo6aembr UHTEpHET-3aBUCUMOCTH

Mertoab! obecnieuenust 6ezonacHoctH [1IK u MHTepHeTa. Bupycsl 1 aHTHBHPYCHI
Momennndeckue neiictsus B Iutepuere. KubepnpectyruieHus



e (CereBoii aTUKET. Ilcuxomorus u ceth
e [IpaBOBBIC acCIEKTHI 3AUTH KHOESPIIPOCTPAHCTBA

1. Onucanmne Mecra yueOHOro npeamMera B y4e0HOM ILIAHE.

JaHHbIi Kypc peanu3yercs B paMKax COLMAIBHOTO HANpaBlICHUS BHEYPOUHOU JEATEILHOCTH U
paccuntaH Ha | yac B Hememo ¢ 7 o 9 kiacc (34 gaca 3a roj B Kax oM kiacce, Bcero 102 gaca).

V. Conepxanue yueOHOro npeamera

7 KJ1acce

Moayan 1. O6uue cBenenusi o 6ezonacHoctu IIK u Unrepuera (5 yacos).

Kak paGoTatoT MOOUIIBHBIE YCTPOHCTBA. YTPO3BI ISt MOOMIIBHBIX YCTPOUCTB.

Pacnipoctpanenue BpeJOHOCHBIX (paiiioB depe3 MpHUIIOKEHHS ISl CMapT(hOHOB U IJIAHIIETOB
(ckaunBanue ¢otorpaduii, My3bIKH, UTD).

Bunpl 3ammuTel kuGepnpocTpancTBa (UTO TaKO€ HECAaHKIIMOHUPOBAHHBIM JOCTYI, pa3pylIeHUE U
yTpara HHQOpMalnH, UCKaKEHNE HHPOpMAIum).

Kto o0ecnieunBaet 3amuTty KuOepnpocTpaHCTBa.

UYro Takoe reounpopmarmonnsie cucreMsl (I'MC). I'modansubie nHGOpMannonnsie Cetn 1o
CTUXUIHBIM O€ICTBUAM.

Monayas 2. Texunka 6e30MacHOCTH H IKO0JIOTHs (5 YyacoB).
KomnbroTep 1 MOOMIIBHBIE YCTPONCTBA B Upe3BBIYAHBIX cuTyarusax. Jlonmomnenus x JTII.
KomnbroTep 1 MOOHIIBHBIE (COTOBBIE) YCTPOUCTBA B ITpaBUiIaX 0€30MAaCHOCTH.
KomnbroTeps! 1 MOOMIIBHBIE YCTPOICTBA B SKCTPEMAIbHBIX YCIOBHUSX.
Bezne mu ects MaTepuer. Th npu pabote ¢ MOOMIIBHBIMU yCTPOICTBaMHU.
[lepBas momo1p npu mmpodaeMax B MHTEPHETE (CITY>KOBI TOMOIIIH).
Bo3znaeiicTBue paanoBoIH Ha 370pOBbe U okpyxatoryto cpeny (Wi-Fi, Bluetooth, GSM).

Moayas 3. IIpo6siembl MHTepHeT-3aBHCHMOCTH (2 Yaca).
Bunael THTEpHET-3aBUCUMOCTH.
Komnsrorep u 3penue.

Moayab 4. Metoasb! o6ecnieuennsi 6ezonacHoctu IIK u UnTepuera.
Bupycsl 1 anTuBupychbl (8 uyacos).

Bupychl 1 aHTUBUPYCBI.

Kak pacnipocTpaHstoTCst BUPYCHI.

VICTOYHUKH ¥ IPUYHHBI 3apaXKEHHUSL.

Ckopas koMmmnbloTepHas moMollb. [Ipru3Haku 3apaxeHusi KOMIIbIOTEpa.

Yro Takoe aHTUBUpPYCHas 3amuTa. Kak 1e4uTh KOMIBIOTED.

3amuTa MOOMIIBHBIX YCTPOUCTB.

Kak 3amututh nanHele or norepb. Konuposanue u BoccTaHoBiIeHHE. Beernga mm MOKHO cniacTu
CBOM JIaHHBIE.

3ammra Qaiinos. YTo Takoe npaBo AoCTyna.

3amuTa nereil B conuanbHbix ceTsax. 11O mist poaureneil. OrpaHnyeHne BpeMEHU HAXOKIEHUS B
CeTH.

Moayab 5. Momennuveckue aeiicreusi B Unrepaere. Kudepnpecrymienus (2 yaca).



OnacHocTH MOOWJIBHOW CBsi3u. [IpemyiokeHusi MO yCTaHOBKE BPEIOHOCHBIX MPHIIOKECHUM.
Momennuyeckue CMC.
[TpocnymuBanue pazroBopos. Onpesesienne MeCTONON0KEeHU TenedoHa.

Moayas 6. CereBoii 3Tuket. Ilcuxosorus u cerb (10 yacos).

UYro takoe nuuHbIe AaHHbIE. Bee, uTo BhUI0KeHO B IHTEpHET, MOXKET CTaTh U3BECTHO BCEM.

«Jlumnsts undopmanusi» o cede u npyrux B Mutepuere. Kakas nHdopmaius npuHayIeKUT BaMm.

AHOHHUMHOCTD B CETH.

Yro Takoe STUKET. Buubl 3THKeTa (JIMYHBIN, NETOBOW, MUCHMEHHBIN, TUCKYCCHOHHBIM W TIp.).
Paznuums sTHKeTa B pa3HbIX CTpaHAX.

Kak nosiBuicst HeTUKeT, uTo 3T0 Takoe. O0IIMe MpaBuiia CETEBOr0 ATUKETA.

JInuHoe oOuieHne U OOILEHHE B TPYIIE — YeM OHU OTJIMYAIOTCS (4aThl, HOPYMBI, CIIYKOBI
MTHOBEHHBIX COOOIIEHUH ).

Otuka quckyccuid. BzanmHoe yBaskeHue npy HHTEPHET-00ICHHUH.

OTHUKET U 0€30MaCHOCTh. DMOILIUU B CETH, UX BBIPAXKEHUE.

PeanpHas u BUpTyanbHasi TMYHOCTD, PEANIbHBIE BCTPEUYH C BUPTYAIbHBIMU 3HAKOMBIMU U UX
OIACHOCTb, YTPO3bl U OCKOPOJIEHUS — UEM 3TO MOXKET 3aKOHUUTHCS.

Ecnu BBI cTanu xepTBOil KOMIIBIOTEPHOI arpeccuu: CIIy:KObl TOMOIITH.

MoayJs 7. IIpaBoBbie aCleKThI 3alIMThI KHOepnpocTpancTBa (2 yaca).
CoOctBeHHOCTh B HTEpHETE. ABTOpPCKOE TpaBo. MHTEeIIeKTyanbHas cOOCTBEHHOCTb. [lnaTHas u
OecriaTHast HHQOpMaIHsL.
O6o06menue marepuana Kypeca. Mrpa-kBecT «3HaTOKU KHOEpOE30MacHOCTH.

8 KJIacC

Moayab 1. O6uue cBenenusi o 6ezonacHoctu [IK u Unrepuera (5 yacos).

Nudopmanmonnas 6€301acHOCTb

3amuTa MepCOHANBHBIX JAHHBIX, IMOYeMy OHAa HYy)KHA. Kareropmum NepCOHATBHBIX JIAHHBIX.
bromeTpruyeckue nmepcoHanbHbIC JaHHBIC.

Wctounuku nanHeix B MHTEpHETE: mouTa, cepBUCH oOMeHa (aiinmamu u Ap. XpaHeHHE JaHHBIX B
WHrepHere.

B03MOXHOCTH 1 TPOOIIEMBI COITMAIBHBIX CETEH.

be3omnacHsrif poduis B COMUATBHBIX ceTsX. COCTaBIeHUE CETH KOHTAKTOB.

Moy 2. Texuuka 6e3onacHocTa u 3koJiorus (2 yaca).
Kommekc ynpaxHeHul npu padore 3a KOMIBIOTEPOM.
BozneiictBue Ha 3penue OJIT, KUAKOKPUCTAINIMYECKHX, CBETOJUOIHBIX, MOHOXPOMHBIX
MOHMTOPOB.

Moayas 3. [Ipo6aembl UaTepHeT-3aBHCHMOCTH (3 Yaca).
Jnst uero moxet Ob1Th nosie3eH 11K u MHTepHeT (pa3BuBaroiiye urpsl, o00ydeHue, ooueHye 1 1.11.)
M KaK I10JIb3a MPEBPAIIAeTCs BO BPE.
KubepkynbpTypa (MaccoBast KylIbTypa B CETH) U JIUYHOCTb.
[cuxomornueckoe Bo3aeHCTBHE HH(POPMALIUH HA YEJIOBEKA. Y IPaBICHUE JINIHOCTHIO Yepe3 CETh.

Mopayab 4. Metoasb! odecneyenus 6ezonacuoctu IIK u Unrepuera.
Bupycsl u anTuBupycsl (16 yacos).
3ammura (daitnos. [IpaBa monb3oBaTenei.
3aiuTa npu 3arpy3Ke U BBIKIIOYEHUH KOMIIBIOTEpA.
be3zomnacHocTh mpu ckaunBaHuU (HaitiioB.
be3zonacHocTh mpu mpocMoTpe GUIBMOB OHJIAMH.



3ammra mporpamMMm M JaHHBIX OT HECAHKIMOHMPOBAHHOI'O KONHpoBaHUsA. OpraHn3aloHHbIE,
IOpUANYECKHE, IPOTPAaMMHBIE U IPOTPaMMHO-alIapaTHbIE MEPHI 3AIUTHI.

3ammra mporpaMM M JAHHBIX C IOMOIIbKO MHapoJsieil, MPOrpaMMHBIX M 3JEKTPOHHBIX KIIHOYEH,
CEepPUIHBIX HOMEPOB, IIEPEHOCA B OHJIANH U T.11. HenepeMenaeMble mporpaMmsl.

Mertoap! 3amuThl (OTO U BUACOMATEPUATIOB OT KOIUPOBAHUS B CETH.

3amuTa OT KONMPOBAaHUS KOHTEHTA CaiTa.

Kak pa3BuBasivich BUPYCHI.

MoryT i1 BUpYCBI BO3ieicTBOBaTh Ha anmaparypy 11IK.

Kax BupyCHI BO3IEHCTBYIOT Ha (pailibl.

ITpoBepka Ha Hanmuuue BUpycoB. CKaHepsl U JIp.

MoskeT 11 BUpYC BO3ACHCTBOBATh Ha paboYMii CTOJ.

Ncrounvku 3apaxenus I1K.

AntuBupycHoe [10, Buabpl 1 Ha3HAYCHHUE.

Mertobl 3aUTHI OT BUPYCOB. Kak pacno3Har0TCsi BUPYCHI.

Monayab 5. Momennuveckue aeiicreusi B Unrepaere. Kudepnpecrymienus (4 yaca).
VYrteuka u 00HapOOBAHKE TUYHBIX JAHHBIX.
[TonGop u nmepexsat napoJeil. B31oMbl akkayHTOB B COLIMATIbHBIX CETHX.
Bunber momenanyectBa B lHTepHEeTE. OUmmmHT (hapMuHT).
Aszaptable  urpel.  OnnaiiH-ka3uHo.  bykmekepckue — koHTopbl.  [lpemnoxenus — and
«MHBECTUPOBAHUS» J€HET. BrIUrphIll B 10TEpEIO.

Monyas 6. CereBoii 3TukeT. [Icuxosiorus u cers (1 uac).
[lcuxomormveckass obOcraHoBka B IHTepHere: TpuduHr, KuOEpOYIIMHT, KHOEp-MOOOHHT,
TPOJIIUHT, Oy,

Monayas 7. [IpaBoBbIe aceKTbI 3aLIMThI KNOepnpocTpaHcTBa (3 yaca).
3amuTa rnpaB noTpeduTesel Npyu UCHOoIb30BaHUH yciyr HTepHeT.
3amuTa npaB NoTpeduTenel yciayr npoaiaepa.
O0600menue matepuana kypca. Urpa-kBect «3HaTOKH KHOEpOE30MacHOCTI.

9 KJIACC

Moayasb 1. O6umue cBenenusi o 6e3onacuoctu [IK u Uurepuera (11 yacos).

3ammra KUOepnpoCTpaHCTBA KaK KOMIUIEKC MEpOIPHITHUN, HalpaBIeHHBIX Ha oOecredyeHue
MH(pOPMallMOHHON 06e30MacHOCTU. ACIIEKThI KHOepOe30I1acHOCTH.

KomnbrotepHass u  uH(popManMoOHHas  0€30MacHOCTb, OOHAapyXXeHHe MpodjeM  CceTH,
BOCCTAHOBJIEHHE IapaMeTPOB CHCTEM, CPEICTBA 3aIMTHl OT HECAHKIMOHMPOBAHHOIO JOCTYyNa K
JAaHHBIM, KpUNTOrpaduyeckas 3auura HHPOpMaLuu.

Uro Takoe 3amuiieHHas HHQOPMaIlMOHHAs cpejlia. 3aluTa KaHaloB Mepelayl TaHHBIX, CPeACTBa
NpeOTBpalleHus yTeuku uHpopmanuu, 3amuTta uHGopmauumu ot HCJ] (anTuBHpyCcHas 3amuTa,
CpEJCTBAa KOHTPOJIS 3alIUIEHHOCTH, CPEJCTBAa OOHApYKEHUS M MPEeAyNpekIeHHs aTak), CpeAcTBa
ayTeHTU(UKaLUu.

Opranu3aliOHHO-TEXHUYECKHE MEpbl 3allUThl MH(OpMalUOHHON cpenbl. CUCTEMBbl OXpaHHOU
CUTHAJIM3ALMU, BHJCOHAOIOACHNUE, KOHTPOJIb M YIpaBJIEHUE JIOCTYIIOM, CPEJICTBA YHHUYTOXECHUS
uH(pOpMalH, CpeACTBa PE3EPBHOIO KOIMMPOBAHUS U BOCCTAHOBIICHHUS.

TpeboBanust Kk 6€30MaCHOCTH UHPOPMALIMU: COXPAHEHHE LEIOCTHOCTH, KOH(UACHIIUATBHOCTU U
noctynHoctu. Onpenenenust no 'OCT PB 51987-2002 «Mudopmannonnas texHosiorus. Kommiekce
CTaHJApTOB Ha AaBTOMATU3MPOBAHHBIE CHUCTEMbl. THIOBBIE TpeOOBaHMS M IOKA3aTeNd KayecTBa
(GyHKIIMOHUPOBaHUS HH()OPMALMOHHBIX crcTeM. OOIIMe MOT0KEHUS.



[Mpu3Haku HapymIeHHs ETOCTHOCTH MPOrpamMM W JaHHBIX. CIIOCOOBI HApYIICHUS IETOCTHOCTH
uHpopmanuu. IIpuzHaku M crmocoObl HapylIeHUs KOH(HIEHIHMAIbHOCTU. [Ipu3Haku u crmocoObl
HaApYIICHHS JJOCTYITHOCTH HH(OPMAITHH.

bezonacHOCTh MOOHWJIBHBIX YCTPOHCTB B MH(OPMALMOHHBIX CHCTEMax. VICTOYHHMKH 3apa)KeHHs
MOOWJIBHBIX YCTPOMCTB (BEO-pecypchl, Mara3uHbl MPUIOKEHUH, OOTHETHI).

Yrpo3ssl 6e3onacHoctu B ceTsix WiFi. Meronsl 3amutel ceteit WiFI.

Yrpo3pl uWHPOpMAaNUU (TEXHOTEHHBIE, CIy4YallHble W TpPEAHAMEPEHHBIC; PUPOJIHBIC).
HeocTopoxHOCTB 1osIb30BaTENs KaK OJHA U3 YIPo3 Ui HHPOPMALMOHHOW OE30MaCHOCTH.

Mepsl krnOepOe30macHOCTH Uil KOHEUHBIX IOJIb30BaTelNei. Vcnoap3oBaHne PeKOMEHIOBAaHHBIX
BEPCUIl ONEPALMOHHBIX CHCTEM M MPUIOKEHUH, NUCIOIb30BAHNE aHTUBUPYCHBIX CPENICTB, HACTPOIKa
Be0-Opay3epoB, OJIOKUPOBKA CKPUIITOB, UCIOJIb30BaHUE (QUIBTPOB (DHUINMHTA, MEXKCETEBBIX SKPAHOB.
ABromartuueckoe ooHosnenue [10.

Kubepyrpo3sr MHTepHeTa (KMOESpBOWHBI, MAaHHUITYJTUPOBAHHUE JIIOJIbMH, 3aBHCUMOCTh, BUPYCHBIC
aTaKH, OTCYTCTBHUE IIPUBATHOCTH).

Monayab 2. TexHuka 6e3onacHocTH 1 3Kkojiorus (3 yaca).
Kubeparaku Ha HHOPACTPYKTYPY.
Komnreiotep B pexxume Tpyaa u oTabixa. MabopMalimoHHas neperpyska.
Binustnue xoMnproTepa Ha PENPOIYKTUBHYIO CUCTEMY.

Monyas 3. [Ipo6sembl UHTEepHET-3aBHCHMOCTH (2 Yaca).

WHTepHeT- 1 KOMIbIOTEpHAs 3aBUCUMOCTb (aaukius). Kputepun 3aBUCUMOCTH ¢ TOYKU 3pEHUS
IICUXOJIOTOB  (IPUOPUTETHOCTb, M3MEHEHHUS HACTPOEHUs, TOJEPAHTHOCTb, CHUMIITOM Da3phIBa,
KOHQIIUKT, peruauB). Kak pa3BuBaeTcsi 3aBUCHIMOCTb.

Tunbl MHTEpHET-3aBUCUMOCTH (IPUCTPACTHE K PabOTe ¢ KOMIBIOTEPOM, K HAaBUTALUU U MOUCKY
UHPOpPMALIUM, WIPOMAHUS U OJCKTPOHHBIE MOKYIKH, 3aBHCHUMOCTh OT CETEBOTO  OOILICHHS,
CEKCYaJlbHbIE 3aBUCUMOCTH).

Mopnyas 4. Metoanb! odecnieuenus 6ezonacuoctu IIK u Unrepuera.
Bupycol u antuBupycsl (7 4acoB).

ITpobnemsl Oe3onacHOCTH UHPPACTPYKTYphI IHTEepHETa (TPOTOKOIBI MApIIPYTH3ALMU CETH,
crcTeMa JOMEHHBIX HMEH, CPEJICTBA MAPIIPYTU3ALNH | T.11.). METObI 3aIIUTHI.

[TpoBepka nognuHHOCTH (ayTeHTUuKaus) B IHTepHeTe.

Mepsl 6e3onacHoctu Juist nonb3oBarens WiFi. Hactpoiika 6e3onacHocTH.

Bupycsl 1151 MOOUIIBHBIX YCTPOHCTB (MOOHMIIBHBIE OaHKEPHI U p.).

Hacrpoiika kommnbroTepa st 6e30macHoi padboThI.

Omunbku nosib3oBaTeNs (yCTaHOBKA HECKOJbKUX AHTHUBHPYCOB, YCTAaHOBKA CIHMIIKOM OOJIBILIOTO
Yrciia MporpamMm, OTCYTCTBUE PE3EPBHOTO KOMTMPOBAHHUS U T.II.).

Meps! TM4HOI G€30MacHOCTH NpU ceTeBOM 00meHnH. HacTpoiiku mpuBaTHOCTH B COLMANIBHBIX
CeTsX.

Moayab 5. Momennuueckue neiicreusi B Unrepuere. Kudepnpecrynienus (7 4acoB).

MomeHHn4yeckue JeUCcTBUS B ceTd. llpemnoxkeHuss o  pa3OJOKMPOBAaHWUU  MPOTPaMM
(6moxupoBukr Windows). JIoxkHbIE aHTUBHPYCHI.

[TonmeHna cTpaHul] B UHTEpHETE (CalThI-KJIOHBI). DasbiinBbie Paillo0OMEHHUKH.

Momennnyeckue nieiictBus B cetu. COOp «0KepTBOBAHU» HA OJIarOTBOPUTENBHOCTD. «Jlerkuit
3apaboTtok» B nTepuere. [Tupamuas.

Yro Takoe 3IEeKTPOHHBIN KOIIeNIeK — y100cTBa U MpobsieMbl 6e30macHOCTH. «OOMEHHUKI» IS
AIIEKTPOHHBIX JIEHET.

MormieHHHYeCTBO MpH pacnpocTtpaHeHun «oecmatHoro» [10. IIponaka «oOydarommx KypcoB»
IS OU3Heca.



[TnaTHbIe TpeuIOKEHUs padboThI. [LaTHBIN TPOCMOTpP BHACOMATEPHATIOB.
TexHosornu Manunyiuposanus B HTepHeTe.

Monayasb 6. CereBoii 3Tuket. Ilcuxosiorus u cern (1 yac).
beszomacHas pabota B ceTu B Mpolecce CeTeBOM KOMMYHHKAIUH (4aThl, (OPyMbI, KOHPEPEHIINH,
CKaiir, conrayibHbIe ceTh | TIp.). CeTeBol 3TUKET. TepMHUHBI CETEBOr0 ATUKETA: OBEPKBOTHHT, (JICiiM,
bnyn, obdTonuk, CMalIUKU U JIp.

Moayas 7. IIpaBoBbie acneKThI 3aIIMTHI KHOeprnpocTpaHcTBa (3 yaca).
Kak paccienyrorcst IpecTyIUICHUS B CETH.
OTBETCTBEHHOCTH 32 UHTEPHET-MOIICHHUYECTBO.
O06o006menue matepuana kypca. Urpa-kBect «3HaTOKH KHOEpOE30IMacHOCTI.

Ilnanupyemble pe3yJibTaThl H3yYEeHHUSI Kypca

Ilpeomemnvle:

1. ChopmupoBanbl 3HaHHS O O€30MaCHOM TIOBEIEHHWU TpuU paboTe ¢ KOMIBIOTEPHBIMU
porpaMMamMu, HHPOpPMAIUEH B CETH UHTCPHET;

2. CdopMupoBaHBI YMEHUS COOJIIOIaTh HOPMBI HHGOPMAITUOHHOHN 3THKH;

3. CdopmupoBanbl ymeHus 6e3onacHo pabortaTh ¢ nuHpopmanuen, aHaIu3upoBaTh U 00001IaTh
MOJyYeHHYIO HH(OpMAaIHIio.

Memanpeomemnmvie:

1. Pa3BuBaroTCsS KOMITBIOTEPHAS TPAMOTHOCTh U MH()OPMAIIMOHHAS KYJIbTypa JIMYHOCTH B
UCIIO0JIb30BaHUH H(OPMAIIMOHHBIX U KOMMYHUKAIIMOHHBIX TEXHOJIOTHIA;

2. Pa3BUBarOTCS yMCHHSI aHATM3UPOBATH H CHCTEMATH3UPOBATH HMCIOIIYIOCS HHPOPMAITHIO;

3. PasBuBaroTCs 1mo3HaBaTeabHAas M TBOPYECKAsh aKTUBHOCTh B OE30MACHOM HCIIOJIb30BaHUU
WH(OPMAITMOHHBIX 1 KOMMYHHUKAIIMOHHBIX TEXHOJIOTHA.

Jluunocmmuuie:

1. BoipabaTeiBaeTcs CO3HATeIbHOE M OEpeXHOE OTHOIIEHHE K BOMpPOCaM COOCTBEHHOM
nH(pOpMaIMOHHOM 0€30MMacCHOCTH;

2. ®opMUPYIOTCSI U Pa3BUBAIOTCS HPABCTBEHHBIE, ATHYECKHE, MATPUOTHUYECKHE KadecTBa
JTUYHOCTH,

3. Ctumynupyetrcss TOBEIEHHWE W  JEeATENbHOCTh, HAMNpaBlICHHBbIE Ha  COOIIOJCHHE
MH(OPMaLlMOHHON OE30M1aCHOCTH.



V1. TemaTu4yeckoe NJIaHNPOBAHUE

Ne HaunmenoBanue moayJieit Kou-Bo yacoB
n/n 7 kaacce | 8 kaace | 9 kiaace
1 O6mme cBenenus o 6ezonacHoctH [1K u MaTepHera 5 5 11
2 TexHuka 6€30MacHOCTH U KOJIOTHSL. 5 2 3
3 [Tpobnembr MHTEpHET-3aBHCUMOCTH 2 3 2
4 Mertoab! obecnieuenust 6e3onacHoctu [1K u MnTepHera. 8 16 7
Bupychl 1 aHTUBHPYCHI
S) Momennuueckue aeictsus B IurepHere. 2 4 7
Kubepnpectymnnenus
6 CereBoii aTuker. [Icuxonorus u cetb 10 1 1
7 [IpaBoBbIE aCTIEKTHI 3AIUTHI KHOSPITPOCTPAHCTBA 2 3 3
Bcero yacoB: 34 34 34

VIl. YueOHO-MeTOAMYECKOE U MATEPHAIbHO-TEXHUYECKOT0 o0ecreyeHus
o0pa3oBaTeJIbHOTO Npolecca

MeTOJII/I‘ICCKHe MaTepHaJibl

Toukux .M., Komapo M.M., Jlenosckoii B.1., Muxaiinos A.B. OcHoBbI knOepOe30macHOCTH,
Mocksa, 2016

[Topran MexayHapo HOTO KBecTa 1o nu(poBoi rpaMOTHOCTH WWW.CeTeBHUOK.p]
https://toipkro.ru/content/files/documents/podrazdeleniya/ordo/ciber%20bezopasnost.pdf

IKPAaHHO-3BYKOBbIE TOCOOHS
BuneohuinbpMbl 10 OCHOBHBIM pasjiesiaM Kypca
[TpesenTanmu 1o TeMaTHKe Kypca

Texnuveckue cpeacTBa 00yUeHHs

Hoyr6yk

Tenesuszop.

MynbTUMEANATIPOEKTOP.

OKpaH HaBECHOU.

CpencTBa TeIeKOMMYHHUKAIUU (3JIEKTPOHHAs 1104Ta, BBIX0 B MIHTEpHET).

Y4eOHO-IpakTHYECKOe 000pyaOBaHHE
AynutopHas J0cKa ¢ MAarHUTHOM MOBEPXHOCTHIO



https://toipkro.ru/content/files/documents/podrazdeleniya/ordo/ciber%20bezopasnost.pdf

KanenpapHo-remaTH4eckoe mianupoBanue 7 kiaacc (34 yaca)

No Kou-
ypoKa Hara Tema BO
4acoB
Oomme ceenenus o 6ezonacuoctu IIK u UnTepuera 5
1 Kak pabGoTtator MOOWJIbHBIE YCTPOWCTBA. YTPO3bl IS MOOWIBHBIX
YCTPOMCTB.
2 PacnipocTpanenre BpeIOHOCHBIX (ailioB 4yepe3 MNPUIOKEHUS IS
cMapTHOHOB M IJIAHIIETOB (CKaunBaHue GoTorpaduid, My3bIKH, UTP).
3 Bunpl 3ammrtel KuOepnpocTpaHcTBa (UTO TaKOE€ HECAHKIIMOHUPOBAHHBIN
JOCTYII, pa3pylIeHue U yTpaTta nH(OpMalud, HCKa)KeHne HHPOPMAIUN).
4 KTt0 obecnieunBaet 3amuTy KuOepnpoCcTpaHCTBA.
5 Uro Takoe reouHpopmanuonusie cuctembl (I'MC). I'moGanbpHBIE
nHpopManroHabie CeTH 1Mo CTUXUHHBIM O€CTBUSM.
Texnuka 0e30MaCHOCTH U IKOJIOTHS. 5)
6 Kommprorep 1 MOOMIIbHBIE YCTPONCTBA B UpPE3BbIYAMHBIX CUTYalMSIX.
Homnonuenus k JATII. Komneiorep 1 MoOUIbHBIE (COTOBBIE) YCTPOHCTBA B
npaBmiIax 0e30MacHOCTH.
7 KomMribroTepsl 1 MOOMIIBHBIE YCTPOMCTBA B IKCTPEMATIbHBIX YCIOBUSIX.
8 Besne nu ecte UnTepuet. Th npu pabote ¢ MOOUIBHBIMU YCTPOUCTBAMH.
9 [lepBast oMo MpH MpodIIeMax B MHTEPHETE (CITy>KOBI IIOMOIIIH).
10 Bo3zeiicTBue paanoBONH Ha 310poBbe M OKpykaroryro cpeny (Wi-Fi,
Bluetooth, GSM).
IIpoo6siembl UHTEpHET-3aBUCUMOCTH. 2
11 Bunel HTEpHET-3aBUCUMOCTH.
12 Kommnsrorep u 3penue.
Metoabl ooecnieuenus 6ezonacuoctu IIK u Unrepnera. Bupycsi n 8
AHTHBHMPYCHI.
13 Kak pacripocTpaHsIOTCsI BUPYCHI.
14 VIcTOYHMKY ¥ IPUYMHBI 3apaKEHUS.
15 Ckopas koMmmnbloTepHas moMollb. [Ipu3Haku 3apa’keHuss KOMIbIOTEPA.
16 UYro Takoe aHTUBHMpYCHAs 3amunTa. Kak JIeunTh KOMIIBIOTED.
17 3amra MOOMIIBHBIX YCTPOUCTB.
18 Kak 3amuTuTe naHHele OT norepb. KonmpoBaHME M BOCCTaHOBIICHUE.
Bcerna a1 MOXHO CIacTH CBOM JIaHHBIE.
19 3ammra aitno. YTo Takoe nmpaBo A0CTyNa.
20 3amuTa gered B conManpHeIX ceTsax. 110 mia ponureneit. Orpannuenue
BPEMEHM HAaXOXKICHMSI B CETH.
Mowmennnydeckue aeiicreus B Uarepuere. Kudepnpecrynienus. 2
21 OmacHoct  MoOWIBHOM  cBsizW.  [IpemiokeHus 1O  yCTaHOBKE
BPEIOHOCHBIX NpuioxeHni. Momennnueckue CMC.
22 [IpocnymmuBanue pazropopos. Onpeenenrne MecTonooKeH s TesnedoHa.
CerteBoii aTuker. Ilcuxonorus u cersb. 10
23 Uro takoe nuuHble NaHHbE. Bcee, uTOo BhUIOKEHO B MHTEpHET, MOXeT
CTaTh U3BECTHO BCEM.
24 «Jlnmugas uapopmanus» o cebe u npyrux B Murepnere. Kaxkas
nH(pOpMaLKsg TPUHAJIEKUT BaM.
25 AHOHHUMHOCTH B CETH.
26 Uto Takoe sTHKeT. Buapl sTHKeTa (JIUYHBIMA, JETOBOM, MUCHMEHHBIH,

HHCKYCCHOHHBIﬁ n Hp) Pazauums sTukera B PAa3HBIX CTpaHax.




27

Kak mosBuics HETUKET, YTO O3TO TaKoOC. O6HII/IC ImpaBujia CETCBOI'O
OTHUKETA.

28 JInuHoe oOuieHne W OOUIEHHE B TPYMIE — Y€M OHHM OTIMYAIOTCS (4aThl,
(hopyMbl, CITy>kObI MTHOBEHHBIX COOOITICHUH ).

29 Otuka quckyccuid. BzauMHoe yBaxxeHUe pu UHTEPHET-00IECHUH.

30 OTUKeT B 0€30MacHOCTh. DMOIIUU B CETH, MX BBIPAKCHHE.

31 PeanbHas u BUpTyanabHas TMUYHOCTb, pEAIbHBIE BCTPEUU C BUPTYAJTbHBIMU
3HaKOMBIMH U UX ONACHOCTb, YTPO3bl U OCKOPOJICHUS — YEM 3TO MOXKET
3aKOHYUTHCS.

32 Ecnu BbI cTanu xepTBOi KOMIIBIOTEPHON arpeccuu: CiyObl IOMOIIIH.

IIpaBoBbIe acneKThI 3aAIIUTHI KHOEPIPOCTPAHCTBA. 2

33 CobctBennocts B MHTEpHETE. ABTOpCKOE MpaBo. MHTeNneKTyanbHas
cobcTtBeHHOCTD. [ImaTHas u 6ecrutaTHast nHGpOpMAaIIUs.

34 O060061IeHne MaTepuaia Kypca. Urpa-xBect «3HATOKHN
KHOepOe30I1acCHOCTH Y.

KanennapHo-temaTnyeckoe miianuposanue 8 kiuacce (34 yaca)
No Kou-
ypoka Jlara Tema BO
4acoB
Oomme ceenenus o 6ezonacuoctu IIK u UnTepuera 5

1 Nudopmanmonnas 6€300acHOCTb

2 3ammTa TMEepCOHATBHBIX JAaHHBIX, MOYeMy OHa HyxkHa. Kareropum
MePCOHANBHBIX JaHHBIX. bBuoMeTpruyeckue nepcoHanbHble JaHHbIE.

3 Hctounuku nanueix B MHTEepHeTe: moura, cepBUCH oOMeHa daitnaMu u
Ip. XpaHneHue naHHbIX B IHTEpHETE.

4 Bo3MoxkHOCTH 1 TIpOOIEMbI COLIUANIBHBIX CETEH.

5 bezonacuelii mnpoduns B comuanbHbIX ceTsaX. CocraBieHue ceTH
KOHTAKTOB.

TexHuka 0e30MaACHOCTH U IKOJIOTHS. 2

6 Kommekc ynpaxHeHui npu padbore 3a KOMIBIOTEPOM.

7 BozaeiictBue Ha 3penne DJIT, KUIKOKPUCTATITMUECKUX, CBETOINOIHBIX,
MOHOXPOMHBIX MOHHTOPOB.

IIpo6sembl UHTEpHET-3aBUCMMOCTH. 3

8 s gero moxer ObiTh moneseH [IK n MHTepHeT (pa3BuBaromiue Urpsl,
o0ydeHue, OOIIeHUE | T.I1.) ¥ KaK T0JIb3a IIPEBpaIlaeTcs BO Bpesl.

9 KubepkynbTypa (MaccoBast KylIbTypa B CETH) U IMYHOCTb.

10 [Tcuxonorudyeckoe Bo3aecTBUE HHGOPMAIIMK HA YeTIOBEKA. Y TIpaBICHUE
JUYHOCTBIO Yepe3 CeTh.

Metoab! ooecnneuenus 0ezonacnoctu IIK u Unrepnera. Bupycsl n 16
AHTHBHPYCHI.

11 3amura aitnos. [IpaBa monb3oBaTenei.

12 3amuTa npu 3arpy3ke U BHIKJIIOYEHUH KOMIIBIOTEpa.

13 be3zonacHocTh npy ckaunBaHuu ¢aityios.

14 be3omacHocTh mpu mpocMOTpe PHITHBMOB OHJIAMH.

15 3ammTa mporpaMM M JaHHBIX OT HECAaHKIIMOHWPOBAHHOTO KOTTMPOBAHUSI.
OpraHu3alnMoOHHbIE, OPUAWYECKHE, NpOrpaMMHBIE H MPOrpaMMHO-
anmapaTHble MEpPhI 3aIHTHI.

16 3amuTa mporpaMM M JaHHBIX C TOMOIIBIO TapoJiel, MPOTPaMMHBIX U




3JIEKTPOHHBIX KIIIOYEH, CEPUHMHBIX HOMEPOB, MEPEHOCA B OHJIAWH W T.II.
Henepemeniaembie porpamMmel.

17 Metoap! 3amuThl GOTO U BUJEOMATEPHATIOB OT KOMMPOBAHUS B CETH.
18 3amura OT KOMUPOBAHUS KOHTEHTA caiTa.
19 Kaxk pa3BuBanucey BUpYCHI.
20 MoryT 1 BUpYCHI BO3/i€iicTBOBaTh Ha amnmnaparypy [1K.
21 Kak Bupychl BO3A€HCTBYIOT Ha (paidiibl.
22 [IpoBepka na Hanuuue BUpycoB. CKaHEpHI U JIp.
23 MoskeT a1 BUPYC BO3JEHCTBOBATh HAa pabounii CTOJI.
24 Wcrounnku 3apaxenus [1K.
25 AnTtuBupycHoe [10, Buabl 1 Ha3HaUYEHUE.
26 MeTtobl 3a1uThl OT BUpYCcOB. Kak pacrno3HatoTcs BUPYCHI.
Momennunyeckue aeiicrusi B Uatepuere. Kubepnpecrymienus. 4
27 YTeuka 1 00HApOOBAHKE JTUIHBIX JAHHBIX.
28 [Toxbop u mepexBar naposeii. B3jmoMbl akKayHTOB B COITUAIBHBIX CETSX.
29 Bunbl momenanuecta B UHTepHere. @ummHT (hapMuHT).
30 Azaptable  wurpel.  OnHiaiiH-ka3MHO.  Bykmekepckue  KOHTOPBHI.
[IpennosxeHust sl «AHBECTUPOBAHKS JICHET. BHIUTPHIII B JTOTEPEIO.
CereBoii 3Tukert. [lcuxosiorus u cers. 1
31 [Icuxonorudeckass oocranoBka B MHTepHeTe: rpuduHr, KUOEpOYIIUHT,
KrOep-MOOOWHT, TPOJUTUHT, OYILTUIUI.
IIpaBoBbIe acneKThI 3aIUTHI KHOEPNPOCTPAHCTBA. 3
32 3amuTa npas nMoTpeduTeNel Mpy UCIOIb30BaHUU YCIIyT HTEepHET.
33 3amuTa rnpaB moTpeOUTeNeH yCIIyT poBaiaepa.
34 O0606mIeHne MaTtepuaa Kypca. Urpa-kBect «3HATOKH
KrOEepOE30IacHOCTH.
KanennapHo-temaTndeckoe miianuposanue 9 kuacce (34 yaca)
Ne Koa-
ypo-lca Jara Tema BO
4acoB
Oo0mme ceenenus o 6ezonacuoctu IIK u Unrepnera. 11

1 3ammra  KUOEpHpOCTpaHCTBA  Kak  KOMIUIEKC  MEpONpHUATH,
HalpaBJIEHHBIX Ha o0ecreyeHue HWH(POPMAIMOHHON OE30MacHOCTH.
AcnexTsl Kubep6e30nacHOCTH.

2 KomnbrorepHas u  uHpopMmalroHHass 0e30macHOCTb, OOHapyKeHHe
npoOJeM CeTH, BOCCTAaHOBJICHHE MapaMEeTPOB CHUCTEM, CPECTBA 3aIUTHI
OT HECaHKIIMOHUPOBAHHOT'O JOCTYNA K JaHHBIM, KpUITOTpaduuecKas
3amuTa HHQOpPMAaITIH.

3 Yro Takoe 3amMIIeHHas HH(QOpPMAIMOHHAs cpena. 3aluTa KaHAJIOB
nepeaayn JTaHHBIX, CPEICTBAa MPEIOTBPAIICHHUS YTEUYKH WHPOPMAINH,
3amuta uHbopMmaruu ot HCJl (aHTHBUpYCHas 3amiuTa, CpeicTBa
KOHTPOJISI 3aIIUIICHHOCTH, CPEICTBA OOHAPYKEHHS M TPEIyNPEKIACHUS
aTak), CpeICTBA ayTeHTU(UKAIIUH.

4 Oprasu3annoOHHO-TEXHUIECKHE MEPHI 3alUThl HHPOPMAITMOHHOMW CPEJIbI.
Cucrtembl OXpaHHOH CHUTHAJIM3AlMM, BUACOHAONIOCHHE, KOHTPOJIb U
yIIpaBJICHUE JTOCTYIIOM, CPEJICTBA YHUYTOXKEHUS HH(OpMAIUK, CpeCcTBa
pPE3epBHOr0 KOMMPOBAHUS U BOCCTAHOBIICHUS.

5 TpeboBanust k OezomacHOCTH HMH(GOPMAIMU: COXPAHEHUE IEJIOCTHOCTH,




KoHpuaeHnmabHOCTH W AoctynHocTH. Ompenenenuss mo ['OCT PB
51987-2002 «MupopmanronHast TexHoJaorus. KoMIIJIeKC cTaHaapToB Ha
aBTOMATU3UPOBAHHBIC CHUCTEMBI. THUIOBBIE TpeOOBaHWS M IIOKa3aTeNn
KadecTBa (yHKIMOHUPOBAHUS HHPOPMAITMOHHBIX cucTeM. Obmiue
HOJIOXKEHHSD).

[lpu3Haky HapymIeHUs LEIOCTHOCTH HporpamMMm U JaHHBIX. CrocoObl
HApyIIeHUs LEJIOCTHOCTH uHpopmanuu. IlpuzHaku ©  crmocoObl
HapyIIeHUs: KOHpHUAeHINAIEHOCTH. [Ipu3Haku u crocoObl HapyIIeHHUs
JOCTYITHOCTH MH(OpMAITHH.

be3zonacHOCTh MOOMIIBHBIX YCTPOMCTB B MHPOPMAITMOHHBIX CUCTEMaX.
HcTouHuKH 3apaskeHusi MOOMIIBHBIX YCTPOUCTB (BeO-pecypcehbl, Mara3uHsbl
MIPUIIOKEHU, OOTHETHI).

VYrpo3ssl 6e3onacuoctu B cetsix WiFi. Meroasl 3amutsl cereit WiFi.

Yrpo3sl uHPpOpMauK (TEXHOTEHHBIE, CTy4allHbIC U MPEHaMEPEHHbIC;
npupoaHbie). HeocTopokHOCTB MosIb30BaTeNs KaK OJJHA U3 YIPO3 IS
UH(POPMAIIMOHHON OE30MTaCHOCTH.

10

Mepel  kuOepOe3omacHOCTH  JUIsi  KOHEYHBIX  I0JIb30BAaTEIICH.
Hcnonb30BaHHEe PEKOMEHJIOBAHHBIX BEPCHI OINEPALMOHHBIX CUCTEM U
NPUIIOKCHUH, MCIIOJIb30BAaHHE aHTHUBUPYCHBIX CPEICTB, HACTPOWKA BeEO-
Opay3epoB, OJIOKUPOBKA CKPHIITOB, MCIIOIB30BaHHE (DUIBTPOB (UIIMHTA,
MEKCETEBBIX dKpaHOB. ABToMaTHueckoe ooHopnenue [10.

11

Kubepyrpo3sr HTepHera (KuOEpBOWHBI, MaHHITYJTUPOBAHHE IIOIbMH,
3aBUCUMOCTb, BUPYCHBIE aTaKu, OTCYTCTBUE IPUBATHOCTH).

TexHuka 0e30MaCHOCTH H YK0JIOTHsl.

12

Kubeparaku Ha HHPPACTPYKTYPY.

13

Komnreiotep B pexkume Tpyaa u otasixa. MHpopmanmonHas neperpyska.

14

Bisinue xomnproTepa Ha perpoIyKTUBHYIO CUCTEMY.

IIpoodsembl UHTEPHET-3ABUCUMOCTH.

15

WuTepHeT- M KOMIIbIOTEpHasl 3aBUCHUMOCTh (ammukuus). Kpurepuu
3aBUCUMOCTH C TOYKH 3PEHUS TICUXOJIOTOB (MPUOPUTETHOCTD, U3MEHEHUS
HACTPOCHHUSI, TOJEPAHTHOCTh, CUMIITOM DPa3pbiBa, KOH(MIUKT, PELUIUB).
Kaxk pa3BuBaeTcs 3aBUCUMOCTb.

16

THunbl HHTEPHET-3aBUCUMOCTH (IIPUCTPACTHE K pabOTe C KOMIBIOTEPOM, K
HaBUTaIlMK U TIOUCKY HH(GOPMALIUU, UTPOMAHHUS U 3JIEKTPOHHbIE MOKYIIKH,
3aBHCUMOCTB OT CETEBOr0 OOIIECHNUS, CEKCYaIbHbIE 3aBUCMOCTH).

Metoabl obecnieyenus 0ezonacnoctu IIK u Unrepnera. Bupycol n
AHTHBHPYCHI.

17

[TpoGnemb! Oe3onacHOCTH MHGpacTpyKTypbl HTEpHETa (IPOTOKOIBI
MapuUIpyTU3allud  CeTH, CHCTeMa  JOMEHHBIX HMEH, CpeICTBa
MapHIPpyTU3AlHUH U T.11.). METOIbI 3alTUTHI.

18

[TpoBepka noymHHOCTH (ayTeHTUGUKanus) B IHTepHeTe.

19

Mepsl 6e3omacnocty 1uist monb3oBarens WiFi. Hacrpoiika 6e3omacHOCTH.

20

Bupychl 17151 MOOMIIBHBIX YCTPOUCTB (MOOUIIbHBIE OAHKEPHI U Ip.).

21

Hacrpoiika komnbrotepa as1s 6e30nacHoi paboThI.

22

OmmbOKu mosb30BaTeNs (yCTaHOBKA HECKOJIBKIX aHTUBUPYCOB, YCTAHOBKA
CIIMIIKOM  OOJNBIIOTO 4YMCIAa TPOTPaMM, OTCYTCTBHE PE3EpPBHOTO
KONMPOBAHUS U T.I1.).

23

Mepsl nuuHOM Oe30macHOCTH TIpu  ceTeBoMm oOmennu. Hactpoiiku
MIPUBATHOCTH B COIIMAIIBHBIX CETSIX.

Momennuveckue aeiicreusi B Uatepuere. Kubepnpecrynjenus.

24

Momennnueckue aeiictBust B cetu. llpemioxenus o pa30iI0KHMpOBaHUH




nporpamm (OIOKUPOBIIHKH WINAOWS). JI0)KHBIE aHTHBHPYCHI.

25 Ilonmena cTpanuny B HMHTEpHETE  (CalTBI-KJIOHBI). DanblIMBHIE
(haitIo0OMEeHHUKH.

26 Momenanueckue neiictBusi B cetd. COOp «HMOXKEpTBOBAaHWI) Ha
OmaroTBOpHUTENbHOCTD. «Jlerkuit 3apaboTok» B MuTepHere. [Tupamusl.

27 Uro Takoe DIEKTPOHHBIA KOIIEJeK — ynoOcTBa H  MPOOJIEMBI
oe3omacHoCTH. «OOMEHHUKI JTSI SJICKTPOHHBIX JICHET.

28 MoeHHHYeCTBO TIpU pacnpoctpanenuu «oecmarnoro» I10. IMpoxaxka
«00y4Jarmux KypcoB» JJisl Ou3Heca.

29 [TnatHble npeanoxxenus padotel. [InaTHBINA TPOCMOTpP BUAEOMATEPUATIOB.

30 TexHonorun ManunyaupoBanus B laTepuere.

Ceresoii aTuker. Ilcuxonorus u cersb.

31 be3omnacnas pabora B ceTu B MHpoIecce CETEBOM KOMMYHHKAIUU (4aThl,
dbopymbl, KOH(DEpeHINH, CKall, colualbHble ceTH U mp.). CereBoid
STUKET. TepMHUHBI CETEBOIO 3TUKETa: OBEPKBOTHUHT, (ieitm, diyx,
oddronuk, cMailuKy 1 ap.

IIpaBoBbIe acneKTHI 32U THI KHOEPIPOCTPAHCTBA.

32 Kak paccrenyroTcst mpecTyIUIeHHsI B CETH.

33 OTBETCTBEHHOCTH 32 HMHTEPHET-MOIICHHUYECTBO.

34 O60061eHue Marepuaia Kypca. Urpa-kBect «3HaTOKH

KrOepOe30macHOCTI Y.
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